Cyber Risk Aware's: I-BE4T

Do’s and Don’ts

Below are the most important Do’s and Don‘ts to
keep you safe from cyber threats

DONTS

Install only licensed anti-virus/softwans \: L irated fr
on PC, Laplop, Server, Tablet and % anti-virus or T A ﬂmy

Smartphone. m contain Trojan viruses and malware

Ignare updates, offered by Microsoft Windows
pdate Service (WSLIS) & soffwars vendora

Leave your pen-drive, portable HOD or CD | DVD
Always keep back-up of your important documents, with |mmn|ﬂ“ in open-space
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Clfck suspicious or urknown links

! ask you for your account information { } Sendireveal confidential Inf.nm““"*
e-mail or chat, Hﬂpﬂhll}rwm‘ PIH- ﬂwrh I'nm

through email or chat

Open suspicious emails / their affachmenis &
Configure your e-mail to display messages those from wnknown p&ppﬁﬁ

anly in plain e Uzers can decide to view

blocked images only from trusted sources. Reply to spam messages
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Publizh vour e-mail addrass an infermat
ole automatic opening of attachments when not neaded
Share your e-mail address with

unknown individuals

Lize simple passwaords for differan acoounts

Manage your Financial Pasaw
change pazswords every 15day, Install or share info with third party
applications until you check their
authenticity
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Azszign a separale usemame for your family

ey should have their own k Allow fﬂm-‘ﬂ" maimibers to #wxm*ﬂ
account on a PC. . wabsites thal may confain potanbally
offensive information

Keep webcam connected to PC while not in usa

Ignore conversations with your colleagues / family

Monitor browsing records, i you obzerve that these members if you feel they are depressed ar
records ane !::11‘:1, then the f.'1||||l',' member ! i & i %

wormed after spending time on fintermed

may need your counseling.




